Sadevio Configuration

To activate the sadevio Entra AD sso saml login to your application and go to Apps and select Entra
AD SSO SAML

Install the application.
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The Azure AD SAML SSO Extension feature allows you to seamlessly extend single sign-on capabilities using Microsoft Entra ID (formerly Azure AD) via
the SAML protocol. This enables additional users—such as temporary staff, contractors, or secondary systems—to authenticate securely and
conveniently without managing separate credentials. The integration supports centi d identity management, ensuring consistent and secure access
across your visitor management platform. Whether you're scaling operations, integi new departments, of providing temporary access, this feature
o Apps helps enforce secure authentication policies while reducing administrative overhead.
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= Benefits

Extended SSO Access: Easily enable SAML SSO for additional user groups, including external users and system roles. :

Centralized Identity Management: Leverage Azure AD to manage all users in one place, reducing complexity and improving control.
Enhanced Security: Eliminate the need for separate login credentials, lowering the risk of password-based attacks. ENTRA AD SAML
Seamless User Experience: Users enjoy frictionless access using their existing corporate credentials.

Scalable Authentication Strategy: Quickly onboard new users or systems without custom configuration for each.
Category

Compliance and Audit Readiness: Aligns with organizational policies for identity governance and access control. ot
authentication

Pricing
free

Install Requirements

Support

Under step 4 you can find the needed urls on the azure portal.

Set up SADEVIO SAML

You'll need to configure the application to link with Microsoft Entra ID.

Login URL https.//login.microsoftonline.com/8b368928-c73b... T

Microsoft Entra Identifier https://sts.windows.net/8b368928-c73b-4f82-80c... ™
Logout URL https://login.microsoftonline.com/8b368928-c73b... [

Azure Entity ID (entra_entity id)


https://help.sadevio.com/uploads/images/gallery/2025-06/screenshot-tool-20250604090748.png
https://help.sadevio.com/uploads/images/gallery/2025-05/screenshot-2025-05-30-at-11-23-57-pm.png

Copy the "microsoft Entra identifier" e.g. https://sts.windows.net/8b368928-c73b-4f82-80c3-
5718b55b7351/

Azure SSO URL

Copy the "Login URL" e.q.

https://login.microsoftonline.com/8b368928-c73b-4f82-80c3-5718b55b7351/saml2

X.509 Certificate

Download the Certificate (Base64) and paste the content

MIICBDCCAdigAwWIBAgIQL44GWK+1j5pEf9IbkJiRFTANBgkghkiGOwWOBAQsFADAOMTIWMAYDVQQD
EyINaWNyb3NvZnQgQXplcmUgRmMVKZXJhdGVKIFNTTYBDZX]J0aWZpY2FO0ZTAeFwOyNTA1MzAyMzE2
NThaFwOyODA1MzAyMzE2NThaMDQxMjAwBgNVBAMTKU1pY3Jvc29mdCBBenVyZSBGZWRIcmFOZW
Qg

U1INPIENIcnRpZmIjYXRIMIIBIjJANBgkqhkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAgAS1wuqgloXaO
sdcuFZj/HCMKs2wdsfxO0VOJw+UOxaEO0YuWycze70F2v4AMvOOk/KwO0Oz8czCTvn43VVQIrUTX2ylv
NgQCWMmMEwWShrQ1CHRoh5T3R4wXnlaC5XR]JFnPepBartmUTAwWoyCriTOrhFW4xU8jmQT1i3EP5tkq
FOMZ97h00gSD+G4IQUkR+b1gAnN/1HBx9r5q9+R2tZB2+t+i3EI3JVXF6XmcYVPn)R/M2wEPq]il
FiY/nOxjnnQ4nFF5VzzWGjD1vfSuOXswxqZRLOE+wTK2LghKfF7xUx9UFdfCQMVOrahE5ZR8ILTf
6h0g3569g00yE6PTlymwLSfZ17QIDAQABMAOGCSqGSIb3DQEBCWUAA4IBAQBYygoMNWNjmUICa/U/6
U1l12uZb9IHwudCEIDOCcOiXSCQxwllob9S5R7mIFNx847xQTNWterrwEsddSxwznzeR4IRZpNQHzI
NReymGuUbELCHhW6AgMjyQzEr2wst41qPufecfa9n/dPUFSBDbeuqHBhAjOhb3jF5m4g4Ewry9ewz
pcgO0WQNNN2Wd9pQuSekw2CZH76IWBD1Y/Sdi4Knm/zMpzPosUidKcs3gILSrEOT/sow+EMoz1k1
7T41)BDCSHAO0Q2bNW52zS5Gv806p7rWSQQ32YPY3VajmPdBsp/6viQWDNpvoCJ1GjeQaUAOOhitw5D
4RzXYDT93h1lEmzyylA)a

Azure Metadata URL

Copy the App Federation Metadata Url in section 3e.g. https://login.microsoftonline.com/8b368928-
Cc73b-4f82-80c3-5718b55b7351/federationmetadata/2007-
06/federationmetadata.xml?appid=bfb35151-15fd-4eld-a357-6cb695f2c282

Example Configuration
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ZXJ0aWZpY2FOZ TAeFwOyNTAIMzAYMZE?
3 c BGZWRIcmFOZWQg
)

FOmZ97h00gSD+G4IQUkR+blgAnN/THBx9r5q9+R2tZB2 +t+i3EI3JVXFEXmcYVPnJR/M2wEPglil
FiY/n NQANFFSVZZW X «qZRLoE+wTK2LghKf Ux9UFdfCQMVOrahl Tf
WLSFZ17QIDAQABEMAOGCSqGSIb3DQEBCWUAA4IBAQBYgoMNWNjmUICa/U/6
«847xQTNWterrwEsdd nzeR4IRZpNQH:;

4RzXYDT93h1EmzyylAJa
END CERTIFICATE--

ine.com/8b 7 fi & derationmetada erationmetadata.xmi?appid

SADEVIOaC hyWuBVgtsWibdfqw

User authentication activation

To activate the authentication type Entra SAML SSO, you need to configure the user to the entra
saml soo authentication type under Employees.

Revision #3
Created 31 May 2025 06:02:30 by Admin
Updated 4 June 2025 16:15:16 by Admin


https://help.sadevio.com/uploads/images/gallery/2025-06/screenshot-2025-06-04-at-9-07-39-am.png

